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Introduction: 

This project simulates a Cyber Threat Intelligence (CTI) environment using MISP, TheHive, 
and Cortex platforms. The goal of this project is to simulate real-world cyber threat 
intelligence operations including threat data collection, event creation, IOC analysis, threat 
investigation, and incident response. Multiple organizations were created to simulate 
intelligence sharing between countries and organizations. Threat events were created 
based on real-world APT campaigns and malware attacks, and indicators of compromise 
were analyzed using Cortex analyzers. The project demonstrates the integration between 
MISP for threat intelligence, TheHive for incident response, and Cortex for automated 
analysis. 

 

 

 

 

 

 

 



 

Event 1 – Shamoon Malware (Kuwait): 

This event represents a destructive malware campaign known as Shamoon that targeted oil 
and gas infrastructure in Kuwait. Shamoon is a destructive wiper malware that deletes data 
and damages systems. The attack started with spear phishing emails and later moved 
laterally inside the network using SMB. The malware overwrote the Master Boot Record and 
destroyed system data. This event demonstrates destructive malware campaigns targeting 
critical infrastructure. 

 

 

 





 

 

 

 

 

 

 

 

 

 



 

Event 2 – APT34 OilRig (Saudi Arabia): 

This event represents an Advanced Persistent Threat campaign known as APT34 (OilRig), 
which targeted government organizations in Saudi Arabia. The attackers used spear 
phishing emails with malicious attachments to gain initial access. After gaining access, the 
attackers used PowerShell backdoors and command and control communication to 
maintain persistence and steal sensitive information. This event demonstrates cyber 
espionage operations conducted by APT groups. 

 

 

 





 

 

 

 

 

 

 



 

Event 3 – MuddyWater (UAE): 

This event represents the MuddyWater APT group campaign targeting telecommunications 
organizations in the UAE. The attackers used spear phishing emails and malicious 
PowerShell scripts to gain access and maintain persistence in the network. The attackers 
used living-off-the-land techniques and PowerShell tools to avoid detection and monitor 
network traffic. This campaign represents cyber espionage and long-term persistence 
attacks. 

 



 

 





 

 

 

 

 

 

 

 

 

 

 



Event 4 – Bahamut Campaign (Qatar): 

 

This event represents the Bahamut cyber espionage campaign targeting financial 
institutions in Qatar. The attackers used fake banking websites and malicious applications 
to steal user credentials and sensitive financial information. The campaign involved social 
engineering, phishing websites, and spyware tools to monitor financial communications. 
This campaign represents credential harvesting and cyber espionage operations. 

 

 

 



 

 

 







 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 Task 2 – Threat Intelligence Analysis (Ryuk Ransomware): 

In Task 2, a threat intelligence analysis was performed based on a Ryuk Ransomware 
event targeting the healthcare and public health sector. The investigation began by 
extracting indicators of compromise (IoCs) from MISP, including a malicious payload hash, 
C2 server IP addresses, and connectivity-check domains like ipecho.net. These indicators 
were imported into TheHive to manage the case. 

Using Cortex, the indicators were enriched through automated analyzers such as 
VirusTotal, AlienVault OTX, and Censys. The analysis revealed a high detection rate 
(52/71 on VirusTotal) for the malware hash and confirmed that the IP address 87.98.175.85 
was part of a known malicious infrastructure. The threat was attributed to the GRIM 
SPIDER group, and the final decision was to Block all indicators and initiate containment 
procedures to prevent data encryption and further lateral movement

 



 

 

 

 

 

 

 

 



Task 3 – APT Incident Simulation (Emotet Attack): 

In Task 3, an APT attack simulation was performed based on a phishing email attack 
containing a malicious Office document with a macro. When the user enabled macros, 
malware was downloaded and installed on the system. The malware established 
persistence, connected to a command and control server, and exfiltrated credentials and 
system information. Indicators of compromise such as IP address, domain, and malware 
hash were added to TheHive and analyzed using Cortex. The attack was mapped to MITRE 
ATT&CK techniques, and the final decision was to block the indicators and contain the 
threat.







 

 


